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C ellular Router (RSSI: -81 dBm) Chunghwa Teleci Uptime: 28:20  WAN Priority: ETHFirst  SIM Slot: 1 Location: (0.00, 0.00)

Attr. Value
Model Name SF-301-G
LAN Ethemnet MAC Address 0e:2€:43:00:47:43
WAN Ethernet MAC Address 0e:12e:43:00:47:44
Software Version V1.72
Serial Number BLITW3Q60002
Software MCSV 013600001722C2A9
IP Routing Hardware MCSV 013700001722C2A9
VPN Modem Firmware Version EC25EFARO6A02MAG
IMEI 866758040444024
Firewall Uptime 28:23
Service

Management &

Identification

Administration

SSH



Test OpenVPN

Topology

e,

LTE M300-2 3.1

1.1 ||v|300-1 WAN
‘ OpenVPN Server

1.35 192.168.10.x

Condition:
1. M300-1, M300-2 OpenVPN enable
2. PC-B send traffic to PC-B should be pass

OpenVPN Server setting:
TAP mode
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Cellular Router ./ (®ss:-97dsm)ChunghwaTolecom  Uptime: 0243  WAN Priority ETHFirst  SIMSiot 1 Location: (0.00, 0.00) |9 Gaogle Mape Langusge =

Edit Open VPN Connection #1

Setting  Log
Mode Disable @ Enable
VPN Mode ® Server Client Custom
Status Idle

TLSMode @ Disable Enable

Cipher BF-CBC

1Pv6 Mode » Disable Enable

[ Device TUN @ TAP l

Protocol @ UDP TCcP

Port 1701

VPN Compression @ Disable Enable

) Authentication Certificate
Service [+}

Server




VPN Network fill in 192.168.10.0, Route Client Networks enable and fill in #1

[ index

Cellular Router . Ciumtn Toioco 5 Pty ETHFrst S sat 1 Locaion (000,000 [N tovo-ooe (SRR

T Node. = Roagwamor
VPN Network: 192.168100
VPN Netmask 2552552550
Roadwarrior
Route Chant Networks off & On

Connections - Net/ Mask

# 19216830
w2 000 0000
€ 0000 000¢
# 00 000¢
# | 0000 0000
# | 0000 /| 0000
# 0000 /| 000¢

Create Root CA, Cert Key and Userl (fill in password), and download
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Ce”ular Router -97 dBm) Chunghwa Telecom  Uptime: 1013 WAN Priority ETH First

NAT

1.1 NAT e Off On

Server - Server Security

e S

Cert, Key

Server - User Security

User 1 @ Vaid

User2 Valid

User3 @ Vaid
User 4 Valid passw fs

ETH WAN type based on your network (I use PPPoE)
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Cellular Router (RSSI: 83dBm)  Uptime: 6:18 WAN Priority ETH First  SIM Slot: 1 Location: (0.00, 0.00) | @ Google Maps | Language

[ Work As DHCP Client ® PPPOE Client © Static IPv4 ]

Configuration Ethernet Ping Health

Priority
PPPoE Client Configuration
Ethernet
IPv6 DNS User Name 75160094@hinet.net

all Password | sssseses

Apply
IP Routing




OpenVPN Server, Using Eth WAN and ip is 36.226.190.103
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Attr.

SIM Card
Modem Status
Operator
Modem Access
IMSI

Phone Number
Band
Frequency

IPv4 Address
IPv4 Mask
Default Gateway
IPv4 Conn Time

+

WAN Priority: ETH First

Current SIM

SiM1

Ready

Chunghwa Telecom
WCDMA
466924102648010

WCDMA 2100
10713

00:00

Backup SIM
SiM2

Not Inserted

Attr.

IPv4 Address
IPv4 Mask
Default Gateway

IPv4 Conn Time

Value
36.226.190.103
255.255.2565.255
36.226.190.103
00:00

OpenVPN Client setting:

Tap mode and server ip fill in 36.226.190.103
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Cellular Router . css

Open VPN
IPSec

GRE

PPTP Server

L21P

dBm) Chunghwa Telecom

+

Uptime: 26:40

WAN Priority: ETH First

Setting | Log
Mode Disable ® Enable
I VPN Mode Server @ cusml ) Custom
Status WAIT
TLSMode @ Disable © Enable
Cipher BF-CBC
IPv6 Mode @ Disable © Enable
I Device O TUN @ TAP ]
Protocol  ® UDP © TCP
Port 1701

VPN Compression

Client

® Disable Enable

Authentication Certificate
Client Mode ® Roadwarrior
Server Address 36.226.190.103

Route Client Networks

Ooff ® On

NAT

SIM Slot: 1

Attr. Value
Latitude 0
Longitude 0
Horizontal 0
Altitude 0
Date(UTC)
Satellite 0
WA
Attr. Value
IPv4 DNS Server #1 168.95.1.1
IPv4 DNS Server #2 168.95.192.1

IPv4 DNS Server #3
IPv6 DNS Server #1
IPv6 DNS Server #2
IPv6 DNS Server #3

Location: (0.00, 0.00) | @ Google Maps  Language

bR Comerion !




Import Root CA and Userl Cert and key from OpenVPN Server

[ index X [ index x e

< C 00 O FF=2 |192.1683.1/#/openvpn o Q % 0 6 0

Ce”ular Router (RSSI: 81 dBm) Chunghwa Telecom  Uptime: 27:30  WAN Priority: ETHFirst  SIM Slot: 1

Device TUN @ AP

L2T ‘
Protocol ® UDP TCP
VPN Compression ® Disable © Enable
Authentication Certificate v

Client
Client Mode ® Roadwarrior
Server Address 36.226.190.103
Route Client Networks © Off ® On
NAT

1:1 NAT ® Off On

Client - Security

—

(o

Result:
OpenVPN connect success : pass
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/AN Priority: ETH First Location: (

Mode Disable ® Enable
VPN Mode Seiver ® Client © Custom
Status Connected
P Connected since

192168102 2018-09-26 113158

TLSMode @ Disable © Enable

1PSec
SRE Cipher BF-CBC v
PPTP Server IPv6Mode @ Disable © Enable

P Device TUN ® TAP

VPNCompression @ Disable © Enable
Autentcaton | Cencate p

Client

ClientMode @ Roadwarrior

Server Address 36.226.190.103




, UDP port 8C
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