OpenVPN Bridge Application

= Case 1: Site to Site with same subnet.
=  Case 2: Remote to Site with same subnet.

Casel:

Server:TW-EAV510AC (b)

Client: TW-EAV510AC (b)

Network topology: Site to Site with same subnet.

Intranet

DSL:192.168.200.103 DSL:192.168.200.104

Server TW-EAV510AC (b) TW-EAV510AC (b) Client

Router IP: 192.168.13.254
DHCP: Enable
(192.168.13.100~192.168.13.200)

Router IP: 192.168.13.1
DHCP: Disable

: e
PC A:192.168.13.100 PCB:192.168.13.2

When tunnel is up,PC B will get IP from Server.

(192.168.13.101)

At Server site:
Router IP: 192.168.13.254
DSL: 192.168.200.103
PC: 192.168.13.100
1. Check DSL connection and Server Router get IP: 192.168.200.103.

Device Status

This page shows the current status and some basic settings of the device

Device Name TW-EAVE10 AC (b)

Uptime 4 min

Date/Time Wed Feb 13 10:47:55 CST 2019
Firmware Version 253437

DSP Version w136h720

CPU Usage 0%

Memory Usage 40%

Name Servers 192.166.200.99

IPv4 Default Gateway 192.168.200.99

Operational Status ADSL2+ Annex A SHOWTIME. )
Upstream Speed 1196 kbps

Downstream Speed 25326 kbps

IP Address 192.168.13.254

Subnet Mask 255255 2850

DHCP Server Enabled

MAC Address 00:E0:4C:82:05:21

VPIVCI p Protocol P Address Gateway Status
ADSLO 0733 LLC mer1483 down
ADSL1 w100 LLC mer1453 down

TR LiC merl4s: 192168200103 1021620000 ] wp
PTMO — — IPoE down

EWAN IPoE down



2. LAN setting: 192.168.13.254 and DHCP range is 192.168.13.100~192.168.13.200.

i L

<9 TeleWell 3G/LTE Wireless xDSL Firewall Router
8 Sile contents LAN Interface Settings

M Status

B LN

B WLAN This page is used to configure the LAN interface of your Device. Here you may change the setting for

& WAN IP addresses, subnet mask, efec .

M Services

VPN Interface Name bri

i Advance IP Address 192.168.13.254

i Diagnostics Subnet Mask 255 255.256.0

| Management

M Statistics IGMP Snooping Disabled ® Enabled

B Language

I Reboot Ethernet to Wireless Blocking % Disabled Enabled

B Logout

DHCP Settings
This page is used to configure DHCP Server and DHCP Relay.

DHCP Mode NONE DHCP Relay ® DHCP Server

Enable the DHCP Server if you are using this device as a DHCP server. This page lisis the |P address
pools available to hosts on your LAN. The device distnbutes numbers in the pool to hosts on your
network as they request Internet access.

IP Pool Range 192.168.132.100 - 192.163.13.200 Show Client
Max Lease Time 86400 seconds (-1 indicates an infinite lease)
Domain Name Home

Gateway Address 192.168.13.254

DNS option ® Use DNS Relay Set Manually

Appiy Changes Pori-Based Filter | MAC-Based Assignment

3. On VPN>OpenVPN Server:
3.1)Please select OVPN Bridged.
3.2)Set Cryptographic Suite setting.

3.3) Create an account for client. ( We add Remote Access account -test/test here.)



< TeleWell’

= Site confents

W Status

B LaN

| WLAN

| WAN

M Seraces

-/ VPN
. PPTP
BLTP

OpenVPN Mode

Name

Active

Interface
Protocol
Cryptographic Suite

Cipher

lzo Compression

Kol

Save

Server Account
MHame teed

Usa@rmamse test

OVPN Server Table
Edit Name

. test Enabie

Dwlete Sebbcted

4. On VPN>OpenVPN CA. Export CA file to client site.

At client site:

Router IP:192.168.13.1
DSL: 192.168.200.104
PC B: 192.168.13.2 (DHCP disable)

3G/LTE Wireless xDSL Firewall Router

OpenVPN Server Configuration

This page is used to configure the parameters for OpenVPN

[&] [=]

IF Addresses Assigned 1o Peer

* Remote Access

Enable Usermame

Port Number

HMAL

Interval

Start

from:192.168.13.

Tunnel
Password
LAN 1o LAN

Peer Netmask

Type P

Remote ALCess

When OVPN bridge tunnel success, PC B will get 192.168.13.101 from Sever DHCP.

Connection  Peer Network Peer Netmask  Select



1. Check DSL connection and Client Router will get DSL IP : 192.168.200.104

Device Status

This page shows the current status and some basic semng; of the device

Device Name TW-EAV510 AC (b)

Uptime 56 min

Date/Time Wed Feb 13 10:52:08 CST 2019

Firmware Version 253037

DSP Version v136h720

CPU Usage 0%

Memory Usage 41%

Name Servers 192.168.200.99

IPv4 Default Gateway 192.168.200.99

DSL

Operational Status ADSL2+ Annex A SHOWTIME

Upstream Speed 1261 kbps

Downstream Speed 25363 kbps

IP Address 192.168.13.1

Subnet Mask 255.255.255.0

DHCP Server Enabled

MAC Address 60.03:47:47:9F.D4

Interface  VPIWCI Encapsulation Protocol IP Address Gateway Status

ADSLO /33 LLC mer1483 down

ADSL2 035 LLC mer1433 down

mer 1 d up

= = e down

EWAN --- IPoE down

2. LAN setting: 192.168.13.1 and DHCP is disabled.

(@ Tele Well 3G/LTE Wireless xDSL Firewall Router
- Qi .
= Site contents LAN Interface Settings
M Status
B AN
& WLAN This page is used to configure the LAN interface of your Device. Here you may change the setting
for IP addresses, subnet mask, etc.
i WAN .
: SFe;rwces Interface Name brd
VPN
1692.168.13.1
B PeTP IP Address [192.168.13
B L2TP Subnet Mask [255.255.255.0
B 1Psec
B GRE Settings IGMP Snooping O Disabled ® Enabled
IR OpenVPN Server Ethernet to Wireless Blocking @ Disabled O Enabled

B OpenVPN CA
B OpenVPN Client .
M8 Advance DHCP Settlngs
M Diagnostics
M Management

This page is used to configure DHCP Server and DHCP Relay.
M Statistics b g — s

= ;319”?99 DHCP Mode @NoNE O DHCPRelay O DHCP Server
D00 r

I Logout —_—
| Apply Changes




3. On VPN>OpenVPN client, please load the CA file from Server site.

€ TeleWell’

Site contents

il Services

@ VPN
-l PPTP
-l L2TP
-l IPsec

-l GRE Settings
-l OpenVPN Server
B OpenVPN CA
B OpenVPN Client
M Advance
il Diagnostics
- il Management

3G/LTE Wireless xDSL Firewall Router

OpenVPN Client Configuration

OpenVPN Client Table

Select Connection Name Active Server Address Port Number Remote Network Edit

Add || Delete Selected || Enable || Disable

Upload client config .ovpn Choose File | ovpn_client.ovpn

Upload

4. Input Username/Password=test/test and make sure OpenVPN mode is set to Bridged.

@ TeleWell’

= Site contents
i Status

B GRE Settings

B OpenVPN Server
OpenVPN CA
OpenVPN Client

i Advance

i Diagnostics
8 Management
i Stafistics

Language

Reboot

Logout

3G/LTE Wireless xDSL Firewall Router

Configuration

This page is usad to configure the parameters for OpenVPM.

Connection Name ovpn_client Active ® Yog Mo
Server Address 192.165.200.103 Port Number 1124
Username test Passwaord

Active as Default Route Yes Mo

Interface Any v

Protacol TCF »

Certificate Index NOMNE Ing'g:md CA ovpn_client v

Cryptographic Suite

Cipher DES in CBC moda v HMAC Mps

TLS Index Enable Default v

lzo Compression Adaptive ¥

Keepalive Enablz v Interval 60 s200nds

| OpenVPN Mode Routed '® Bridged |

a
Save || Back

5. When tunnel success, PC B can try to release and renew IP. It will get Server DHCP IP:
192.168.13.101. (IP/Subnet/Gateway= 192.168.13.101/255.255.255.0/192.168.13.254)

Ethernet adapter Ethernet:

Connection—specific DNS Suffix
Link—local IPut Address feBB::1887:3058:6767alc8x3
192 .168.13.1681
255.255.255.8

192 .168.13 .254

IPv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .




6. PCBcan pingto PCA(192.168.13.100) and access both Server and Client Router as below:

Ping:
ssUsers~FAE>ping 172_168_13._1080

inging 1?22 _168_13_16808 with 32 bytes of data:
eply from 192_168.13.188: hytes=32
eply from 192_168.13.188: hytes=32
eply from 192_168.13.188: hytes=32
eply from 192_168.13.188: hytes=32

TTL=128
TTL=128
TTL=128
TTL=128

time=3ms
time<ims
time<ims
time<ims

ing statistics for 192_168.13.188:
Packetz: Sent = 4, Received = 4, Lost
pproximate round trip times in milli-seconds:

Minimum = Bmsz,. Maximum = Jms,. Average = Bms

Ul access:

= H <B@x loss>,

< TeleWell

= Stte contents
atus
BN
- WLAN

<@ TeleWell’

Site contents
atus

3G/LTE Wireless xDSL Firewall Ro

Device Status

This page shows the current status and some Dasic settngd

Device Name TW-EAVS10AC (@
Uptime 37 mn

Date/Time
Firmware Version
DSP Version
CPU Usage
Memory Usage
Name Seqvers
1Pv4 Default Gateway

Operational Status
Upstream Speed
Downstream Speed
onty
P Address
Subnet Mask
DHCP Server
MAC Address

Disabied
60:03:47:47:9F.D4

WAN Configuration
i VPINCL E P A
ADSLO 33 we
ADSL1
ADSL2

his DagE shows the current status and $ome basic settings of the device

™ 10 AC (b

Device Name

Uptime

Date/Time

Firmware Version
DSP Version

CPU Usage

Memory Usage
Name Servers

IPv4 Default Gateway

Operational Status
Upstream Speed
Downstroam Speed 25326 s

| LAN Coafiguraion |
IP Address 192 -
Subnet Mask
DHCP Server
MAC Address




Case 2:

Server:TW-EAV510AC (b)
Client: Windows 10 with OpenVPN software.
Network topology: Remote to Site with same subnet.

DSL:192.168.200.103

Server TW-EAV510AC (b}

Router IP: 192.168.13.254

DHCP: Enable

(192.168.13.100~192.168.13.200)

OpenVPN IP to Peer.

Start from 192.168.13.150 A

At Sever site:

PCA:192.168.13.100

Router IP: 192.168.13.254

DHCP: Enable

(192.168.13.100~192.168.13.200)
1. On VPN>OpenVPN Server:
1.1)Please enable OVPN Bridged
1.2) Set Cryptographic Suite setting and enable IP Address Assigned to Peer.

1.3) Create an account for client. ( We add Remote Access account -test/test here.)

OpenVPN Server Configuration

This page is used fo configure the parameters for CpenVPN,

OpenVPN Mode

OVPN Routed

Intranet

<
Name OVPN_server
Active ®Yss  No #ie—=)  PortNumber 194
Interface Any v
Protocol TCE »
Cryptographic Suite
Cipher AES-256 In CBC mode v HMAC MDS v
lzo Compression Adaptive *
Keepalive Disable Interval g
saconds

. Start s

IP Addresses Assigned to Peer ¢ Enable <= from:192.168.13. &0 <=

Save

Server Account
Name test

Username test

Peer Network IP
Add | | Edit

Tunnel

Password

Connection Type ::; ® Remote Access LAN to LAN

Peer Netmask

Disable '® Enable

~

PC B: 192.168.200.100



2. On VPN>0penVPN CA. Export CA file and share with client PC.

0 TeleWell 3G/LTE Wireless xDSL Firewall Router

! Site contents OpenVPN CA

You can view Openv'PN trusted CA and export client.ovpn file here

-----BEGIM CERTIFICATE-----
MIIDTCCAvagAwIBAgIIAloYFQfo2PbbMABGCSqGSIh3DQEBEQUAMIGMM)swC QYD
WOOGEWIGSTEQMA4GAIUECBMHRMLubGFUZDERMABGALUEEKMISGYsc21uaZkiETAP
BghVBACTCFR1BGWXZ L sMR EwDuY DVOQL EwhU 1V2VshDERMASGAIUEAXMIVEY s
IVd1bGuwxHzAdBgkghk1G9wBBCQEWEHRL1a2 GVs ZXd 1bGwu ZmikawHhoMMT gwD I8
Certificate MDezMTQzWhcMMjgwODIxMD e zMTQzhFCB JDELMAKGALUEB hMC Rk =EDADBENVEBART
I GRE Settings B&Zpbmxhbm(xETAPBgNWBACTCER1bHNpbmE pMR EwDwYDVIQK EwhUZWx1V2WshDER
. Gan\."F'N Server MABRALUECMIVGY s ZVd1bGwxETAPBgNVBAMTCFRLbGV A Zxs MREBWHY JKo Z T hwe
i i AQKBFhBBdWt pQHR1BGVI Zixs LmZ pMIGFMABGCS G5 Ib 3DQEBAQUAAAGNADCEIQKE
B OpenvPN CA g0CmwhUTeR 4 Elinpo7 gETvkWEa0/ 1Kd0eKymyY/ TYZ6q6iNrFp
. Gpen\."PN Chent Jo05EwrQxnkycru/3ghpsltfodmdcrlQatIusV1e1Q0E8s8PBTHEOViMhsHyUHs 6z
txii@NVSb+Fmwltl4jFs6EZMPKYHUFV2+B5 ry 5 98MM] C+wIDAQABoAHAMIHXMBOG

Advance
Diagnostics
Management
Statistics
Language
Reboot
Logout

Export

client.ovpn file Export

At client site:

PC B with IP: 192.168.200.100 (Same as Intranet.)
PC B platform: Windows 10

OpenVPN software: OpenVPN (v2.4.6)

On PC B:

1. Open Software, right click and select “Import file”. Load the CA from Server site .

Connect
Disconnect
Reconnect
Show Status

View Log OpenVPN GUI

Edit Cenfig

Clear Saved Passwords File imported successfully,

Import file...

Settings... | oK
Exit




2. Press “Connect” and then input username/password=test/test.

n] OpenPM Connection (0214ovpn_client) — O >

Curment State: Connecting

Thu Feb 14 15:18:25 2019 NOTE: —user option is not implemented on Windows
Thu Feb 14 15:18:25 2015 OpenVPN 2 4 6 x86_64-whd-mingw32 [S5L (Open55L)] [LZ0] [LZ4] [PECS11] [AE:
Thu Feb 14 15:18:25 2015 Wj 2 T - T
Thu Feb 14 15:18:25 2019 bt ' 1 210

Usemame: |TES’E |

Passward: | sene |

[ ]5ave password

QK Cancel

£ >

OpenVPN GUI 11.10.0.0/2.4.6

Disconnect Reconnect Hide

3. After success, PCB will get 192.168.13.157 as below. And you can also ping Server Router IP:
192.168.13.254 and PC A 192.168.13.100.

sUsers FAE>ping 192 .168.13.254

:\Users\FﬂE)ping 192 168.13.188 :i.ng‘ing 192 .168.13.25%4 with 32 hytes of data:z
192.168.13.254: bytes=32 time{ims TTL=64
192 _.168.13.254: bytes=32 time=2ms TTL=064
192.168.13.254: bytes=32 time=2Zms TTL=64
192_168.13.25%4: bhytez=32 time=Otm=z TTL=64

ing statistics for 192.168.13_254:
Packets: Sent = 4, Received = 4, Lost = 8 (@ loss>,
statistics For 192.168.13.18@8: pproximate round trip times in milli—seconds:
Packets: Sent = 4, Received = 4. Minimum = Bms,. Maximum = Sms. Average = 2Zms

pproximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = 3ms. Average = Bms




