TW-EAV510AC(b) Test Case:

» Server: TW-EAV510AC(b)

Local IP: 192.168.18.254, WAN IP: 111.251.220.210 (DDNS=billionpga5.ddns.net)
» Client: TW-EAV510AC-LTE

Local IP: 192.168.81.254

=Case 1: Remote Access:
1.TW-EAV510AC (b) server setting:
1.1.0n VPN>OpenVPN Server,please set Port Number: 1194 on default,Tunnel Network: 6.6.6.0/255.255.255.0.

Server Account: test/test and Connection type: Remote Access. Others are as below.

ﬁ TeleWell 3G/LTE Wireless xDSL Firewall Router
- Qi o
Lo e OpenVPN Server Configuration
This page is usad 1o configure the parameters for OpenVPN
& Services Name OVPN_ser
& VPN Active o Yes No Port Number 1184
Tunnel Network (Virtual interface)
IP Address 6660 Netmask 265.286.285.0
Local Access Range
I OpenVPN Server IP Address 192 165.13.0 Netmask 2552552550
B Op« ! <
B OpenveN ' Interface Ay Vv
W Advance Protocol TCP v
8 Diagnostics Typtographic Suite
M Management — = ~
M Statistics Cipher Biowfish in CBC mode v| HMAC |SHAT v
B Language 1z0 Compression Adaptive V|
B Reboot Keepalive Disabie v Interval 0 seconds
I Logout
Save |

Server Account

Name Tunnel Disable @ Enable
Username | Password
Connection Type &) Remote Access LAN to LAN
Peer Network IP Peer Netmask
Add | | Edt
OVPN Server Table
Connection
Edit Name  Enable Usemame . Peer NeWOK  por Netmask  Select
I test Enable tast Remote Access I
abe Enable abe LAN to LAN 192168810 255.255.255.0
Delate Selacted

1.2. Export TW-EAV510AC(b) CA file and share with client site.

< TeleWell 3G/LTE Wireless xDSL Firewall Router

“= Site contents OpenVPN CA

i Status
B AN
& WLAN You can view OpenVPN trusted CA and export client.ovpn file here
= WAN
i Services
& VPN
B PPTP
B LTP Certificate
B Psec
Il GRE Settings
B OpenVPN Server
B OpenVPN CA
B OpenVPN Client
@ Advance
i Diagnostics
8 Management
M Statistics

Export client.ovpn file




1.3. Check Status on Status>VPN>OpenVPN.

ﬁ Tele Well " 3G/LTE Wireless xDSL Firewall Router

e e OpenVPN Status

B Device
B 3G/4G LTE Status

B AP Neighbor OpenVPN Server Status

: l/ Pv6 Name Active Service Port Tunnel Network
IP SPTP OVPN_ser Yes 1194 6.6.6.0/255.255.255.0
B LoTP -
B IPsec OpenVPN Client Status
I OpenVvPN Connection Name  Active Server Port Server Address Remote Network

B LAN Port

B ARP Table
& DHCP

B MAC Address

8 WAN
M Services

2. TW-EAV510AC-LTE client setting
2.1 Load the CA that get from Server site on VPN>OpenVPN>OpenVPN client

e—- 2.T1®
i S)]“n 2/ TW-EAV510 AC / LTE Wireless ADSL/VDSL Firewall Router
o Ll
I I\'PN
TN - OpenVPN Clieat
[ Quickstrt e
Name [ ] WAN Intertace Defaukt v
1PSec S — | | Password
* VPN Account OpenVPN Server Address kzo Compression &/ Ensbie
* Exceptional Rule Group Protocol 7o v Port Number 11
EEIR Cigher Encrypticn BF.CEC v HMAC Authenticason [SHa1 v
»L21P e : ~
* OpenVPN Certficate Authority LVl TLS Authentication JEnsbie | v uploadTLS»
* OpenVPN Server Import CA Fovpn_client ovpn £33 | Upload |
* OpenVPN CA w "-;d 1 Edit 7 Delete
* OpenVPN Chiont ————
* GRE
» Advanced Setup

2.2 Set OpenVPN Client on VPN>OpenVPN>0penVPN client.

Input username/password=test/test and Server IP as below.

I I VPN
~ OpenVPN Client
Parameters
Il Name test 1 WAN Interface Default v
B — Usemame test | Password sese
* IPSec
* VPN Account OpenVPN Server Address ‘ 111.251.220.210 ] Izo Compression ¥l Enable
* Exceptional Rule Group Protocol Port Number [1104
P . -
il Cipher Encryption BF-CBC v HMAC Authentication SHAT v|
» L2TP ; 0adC
~ OpenVPN Certificate Authority [m} uploadCA 11 5 Authentication [CJEnable [ V| uploadTLS
* OpenVPN Server e aral
Add Edit / Delete
* OpenVPN CA |
* OpenVPN Client Edit Enable Name WAN Interface OpenVPN Server Address  Protocol Port Number Delete
* GRE . 1| test default 111.251.220.210 TCP 1194 |
» Advanced Setup

2.3 Check Status on Status>VPN>OpenVPN.



Enzble Status

Name Enable Status

test Connected

Refresh

2.4 Check Result.
Ping Server IP: 192.168.18.254

ssUsers~FAE>ping 172_168_18_254

Connection Type Peer Network [P

Peer Network 1P Client 1P
192.168.18.0

6662
{111.251.220.210) PREL

inging 1922 _168_18_254 with 32 bytes of data:
192 _168.18_.254: byte=s=32 time<imz TTL=64
192 _168.18_.254: byte=s=32 time<imz TTL=64
192 _168.18.254: bytes=32 time=1mz TTL=64
192 168.18.254: bytes=32 time<ims TTL=G4

statistics for 122.168.18.254:
Packetz: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
poroximate round trip times in milli—seconds:
Minimum = Bmz,. Maximum = ims,. Average = Hms

Server IP

Action

Disconnect

Ping Remote PC IP: 192.168.18.1

tsllzeps~FAE>ping 192 .168.18.1

inging 192.168.18.1 with 32 bhytes of data:

statistics for 192_168.18_1:
Packets: Sent = 4. BReceived =

Minimum = Bms, Maximum = Bms.

time<{ims TTL=128
time<{ims TTL=128
time<{ims TTL=128
time<{ims TTL=128

4, Lost = 8 (@x loss>.
pproximate round trip times in milli-—seconds:

Average = Bms

=Case2: LAN to LAN
1.TW-EAV510AC (b) server setting:

1.1 On VPN>OpenVPN Server,please set Port Number=1194 on default.Tunnel Network: 6.6.6.0/255.255.255.0.

Server Account: abc/abc and Connection type: LAN to LAN. Others are same as below.

Connect By

Action



‘ﬁ Tele Well " 3G/LTE Wireless xDSL Firewall Router

- O te el
SHS.COMENS OpenVPN Server Configuration
This page s used 10 configure the parameters for Open\VPN
& Services Name OVPN_ser
& VPN Active o Yes No Port Number 1194
= PS’TT: Tunnel Network (Virtual interface)
L2
B 1Psec IP Address 6660 Netmask 255.255.255.0
I GRE Settings Local Access Range
IP Address 192.168.13.0 Netmask 255.255.255.0
Interface Ay v|
Protocol TCP v
~ D““’“"-“’: "Cryptographic suite
i Management c Y HMAC T T
M Statistics ipher e m s ¥ =
B Language 1z0 Compression Adaptive v |
B Reboot Keepalive Disable v Interval 0 seconds
B Logout
| Ssve |
Server Account
Name Tunnel Disable @ Enable
Username Password
Connection Type ® Remote Access AN to LAN
Peer Network IP Peer Netmask
Add | | Edt

OVPN Server Table

Edit Name  Enable  Username °°$m"°°"°" Peer NtWOrk  peer Netmask  Select
o Eastic ses Becoie dcies
abc Enable abe LAN to LAN 2552552550

ORI SO

1.2. Export TW-EAV510AC(b) CA file and share with client site.

ﬁ Tele We" . 3G/LTE Wireless xDSL Firewall Router

*= Site contents OpenVPN CA

i Status
B AN
& WLAN You can view OpenVPN trusted CA and export client.ovpn file here
= WAN
i Services
& VPN

B PPTP

B L2TP Certificate ao.ptw.}:mx - TAPEGUVEACTCERLD lpa.—.‘.D.G...(ka
B iPsec MASGALUECIVGT sZ 1B GmE TAFE

I GRE Settings

B OpenVPN Server e A

B OpenVPN CA i

. OpenVPN Client Export client.ovpn file Exporl
M Advance
i Diagnostics
8 Management
M Statistics

1.3. Check Status on Status>VPN>OpenVPN.



@ Tele Wel ' 3G/LTE Wireless xDSL Firewall Router

b
s OpenVPN Status
B Device
BB 3G/4G LTE Status
1B A Nelghoox
: l:: S Name Active Service Port Tunnel Network
OVPN_ser Yes 1194 6.6.6.0/255.255.255.0
& PPTP
2
iy
I OpenvPN Connection Name Active Server Port Server Address Remote Network

B LAN Port
B ARP Table
B DHCP
B MAC Address
B System Log
B AN
& WLAN
M WAN
M Services

2. TW-EAV510AC-LTE client setting.
2.1 Load the CA that get from Server site on VPN>OpenVPN>OpenVPN client.

&1
e 7 ala /] TW-EAV510 AC / LTE Wireless ADSL/VDSL Firewall Router
Bl L]
I |
O OpenVPN Ciient
Parameters
Configuration [P [ ] WAN indertace Detock =
PSec Usemame | Password
* VPN Account Open'VPN Server Address izo Compeessicn & Enstle
* Exceptional Rule Group Protocol TP v Port Number (1104
aaatly Cigher Encryption [BF.CEC v HMAC Authanticasion [SHAL v
» L2TP . ; =
e Certricate Autharity v TLS Authersiation ClEnstie [
* OpenVPN Server Import CA Fiovpn_client ovpn an [ Upkosa |
* OpenVPN CA _.;” ] Edit / Delete
* OpenVPN Chent .
* GRE
» Advanced Setup

2.2 Set OpenVPN Client on VPN>OpenVPN>0OpenVPN client.

Input username/password=abc/abc and Server DDNS=billionpga5.ddns.net as below.

I I VPN
~ OpenVPN Ciint
Parameters
Configuration T iz 5
Name O WAN Interfsce D —)
Usemame |abe Password .o
* IPSec L
+ VPN Account OpenV/PN Server Address [ biionpqas ddns net | izo Compression M Enable
* Exceptional Rule Group Protocol TCP v Port Number 1194
» PPTP : = T === T E—
Cipher Encryption | BF-CBC v HMAC Authentication | SHA1 v|
» L2TP ——— B e—
~ OpenVPN Certificate Authority ?Vpn-‘:l’e"’ ovpn V| UPIoadLA 1) 5 Authentication ClEnable | v uplo
* OpenVPN Server =
Add Edit / Delete
* OpenVPN CA o l
* OpenVPN Client Edit Enable Name WAN Interface OpenVVPN Server Address  Protocol Port Number Delete
* GRE L) ~ abc default billicnpgaS.ddns.net TCP 1194 |
» Advanced Setup

2.3 Check Status




a 7. 71®
e?“ 7 a3 / [ TW-EAV510 AC / LTE Wireless ADSL/VDSL Firewall Router

T ~—=—ma
I I Status
~ OpenVPN Status
* Summary OpenVPN Server »
Enable Status Connection Type Peer Network IP Server IP Connect By Action
Enable Status Peer Network 1P Client IP Action
2 163 15 —
abc Connected 1821651510 6662 Disconnect

(billionpga5.ddns.net)

* Route
* ARP l Refresh

*L2TP

* OpenVPN

* GRE
*Log

Load Balance Status

2.4 Check Result.
Ping Server IP: 192.168.18.254

ssUsers~FAE>ping 172_168_18_254

inging 1922 _168_18_254 with 32 bytes of data:
192 _168.18_.254: byte=s=32 time<imz TTL=64
192 _168.18_.254: byte=s=32 time<imz TTL=64
192 _168.18.254: bytes=32 time=1mz TTL=64
192 168.18.254: bytes=32 time<ims TTL=G4

statistics for 122.168.18.254:

Packetz: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
poroximate round trip times in milli—seconds:

Minimum = Bmz,. Maximum = ims,. Average = Hms

Ping Remote PC IP: 192.168.18.1

tsllzeps~FAE>ping 192 .168.18.1

inging 192.168.18.1 with 32 bhytes of data:
time<{ims TTL=128
time<{ims TTL=128
time<{ims TTL=128
time<{ims TTL=128

statistics for 192_.168.18.1:
Packets: Sent = 4, Received = 4. Lozt = 8 (8% loss),
pproximate round trip times in milli-—seconds:
Minimum = Bms, Maximum = Bms,. Average = Bms




