How to use OpenVPN Server/Client on

TW-EAV510/EAV510 AC

Note: Please make sure that both LAN side networks are in different subnet.

Enable OpenVPN Server Function

Go to Advanced Setup -> VPN -> OpenVPN -> OpenVPN Server, make “Enable OpenVPN Server”

checkbox checked. And you will see the page as below:

OpenVPN Server

#| Enzabled OpenVPN Server
Pratocol: TCP -
Port Number: 443
Tunnel Subnet: 10.8.0.0
Tunnel Mask: 255.255.255.0
Cipher Encryption: BF-CBC r
HMAC Authentication: SHA1 v
¥ Enabled LZO data compression
Apply/Save
CA

MIIDvDCCAYWgAWIBAZI JANEESnRroRBHMABGCSqGSIb3DQEBBQUAMIGEMOsWCQYD
VQOGEWIGSTELMAKGAIVECBMCREkkxCzAJBgNVBACTAKSBMRkWFWYDVQQKExB3d3cu
dGVsZXd1bGuwuY 29t MREwFWYDVQQLExBE3d3cudaV s ZXd 1bGwuY 29tMRwwGgYDVOQD
ExN3d3cudGVsZXd1lbGwuY29t IENBMRAWHAY JKoZ ThvcNAQKEFg9jYUBRZWx1d2Vs
bC57b2@wHhcNMTAWMTAXMDAWMDE 2Wh cMMT kxMjMwHMDAWHMDE 2W] CBmzELMAKGALUE
BhMCRkkxCzAJBgNVBAETAKZ IMQswCQYDVQOHEWIOQTEZMBcGALUEChMQd3d3LnR]1
bGV3ZhxsLmNvbTEZMBcGALUECxMQd3d3LnR1bGY3ZhxsLmivbTECMBoGALUEAXMT
d3d3LnR1bGV3ZWxsLmNvbSBDQTEeMBWGCSqaSIb3DQEJARYPY2FADGY s ZXd 1bGwu
Y29tMIGTMABGCSqG5Ib3DQEBAQUAAAGNADCEIQKEgQDLIDRUUY ZkwyDDIIADTLIEL
tyXvTecK+veKRuNkfIwIHExBx8Z FMDDKz 3nUKPUbPHSWc3Z1v1AT6ZyytXb/ xb]
YnBgFiTLVegkHqIkjZ6sbTIlWeXGx81gq7knGpwl23ez90v1MIDFUSNOYFKbIDM27/
EHDoD+veXbuP/5Ird4qTASWIDAQABO4IBBDCCAQAWHQYDVREOOBBYEFGS+yI1V1gTE
olIm7pgCf2TICx3AMIHQBgNVHSMEgcgwg clAFGS+y TIV1gTeol Im7pgCf2TICx2A
0¥ GhpIGeMIGbMQswCQYDVQQGEWIGSTELMAKGALIUECBMCRkkxCzATBgNVBACTAKSE
MREwFwYDVQQKExB3d3cudGWs ZXd1bGwuY 29 tMREkwFwYDVQQLExB3d3cudGVsZXdl
bGwuY 29tMRuWGEYDVQQDExN3IdIcudGVsZXd 1bGuuY 29t TENBMRAWHAYIKoZThvcN
AQkBFE3jYUBBZWx1d2VsbC5jb22CCQDRIOZAaEEFBzAMBENYVHRMEBTADAQH /MABG
CSqGSIb3DQEBBQUAASGBAGH] 8y sMUZSA3Z8Rc2kSioHhTnMvdti8seap4cBXT5S1
A2yqlLyBaQqWvzUJZz/rIYIPEs7yx@uyoZClukTtLRWNRAkyXyjqFouxZGbnCyGwX P

Generate CA

Send CA To E-mail: Send



Enabled OpenVPN Server: Make it checked to enable OpenVPN Server function.

Protocol: Select the protocol for OpenVPN. It can be TCP or UDP.

Port Number: Enter the port number for OpenVPN, default is 443.

Tunnel Subnet: The IP subnet for tunnel interface, the system will generate the IP for clients
automatically.

Tunnel Mask: The subnet mask for tunnel interface.

Cipher Encryption: Select the encryption method.

HMAC Authentication: Select the authentication way.

Enabled LSO data compression: Make it checked to enable data compression.

Certificate Authority (CA): You can click Generate CA button to generate the CA, all clients must use
this CA for OpenVPN connection.

Send CA to E-mail: Fill in the E-Mail address and click Send button. The system will send the generated

CA to the address. You can just copy and paste to your OpenVPN client once you get it via mail.

Note: All clients must use the CA that generated from TW-EAV510/AC, otherwise the connection

cannot be established.

Setup OpenVPN account for OpenVPN Server

Go to Advanced Setup -> VPN -> Account.

Account

Maximum entries: 4

Name | Enable | Username | Connection Type | Peer IP | Peer Netmask | Remove | Edit

Add Remove

Click Add button to add new user. Totally support up to 4 users for both PPTP, L2TP and OpenVPN.



Configure Account

Marne: tastl
#| Enable
Username: testl
Password: —
Connection Type: Remote Access ® LAN TO LAN
Peer IP: 192.168.20.0
Peer Metmask: 255.255.255.0
Apply/Save

Name: The name for user profile.

Enable: Enable/Disable this account.

Username: The name will be used for authentication.

Password: The password will be used for authentication.

Connection Type: Setup connection to Remote Access or LAN to LAN.
Remote Access - Limited your remote OpenVPN Client as one of clients at local network. The
remote client can have full access to local network, but any clients at local network cannot
access to remote client’s network.
LAN to LAN - The clients at both local/remote network can access each other.

Peer IP: Enter the remote network’s IP address.

Peer Netmask: Enter the remote network’s netmask.

Remove/Edit user

Account

Maximum entries: 4

Name | Enable | Username | Connection Type | Pear IP Peer Netmask | Remove | Edit
festl | Enable |testl LAN TO LAN 192.168.20.0 | 255.255.255.0 | Edit
| Add | | Remove

Make Remove checkbox checked and click Remove button to remove user or click Edit button to edit
the details of user.



Setup OpenVPN Client

Go to Advanced Setup -> VPN -> OpenVPN -> Trusted CA
Trusted CA (Certificate Authority) Certificates

Add, View or Remove certificates from this page. CA certificates are used by you to verify peers’ certificates.
Maximum entries: 4

Mame | Subject | Type | Action

| Import Certificate |

Click Import Certificate button. The content of Certificate can be got from Server side or your mailbox

if you did use function Send CA to E-mail on TW-EAV510/AC OpenVPN setting page. Click Apply button
to save your CA. The TW-EAV510/AC can support multiple CAs.

Import CA certificate
Enter certificate name and paste cerfificate content.

Certificate Mame: Test

VOQGEWIGSTELMAKGALUECBMCREkxCzATBENVBACT AkSBHMRkwFwYDVOOKExB3d3cy

Certificate:

Apply

Once it is done, you can see the settings as below. You can also click View button to check imported CA
or Remove button to remove the CA.

Trusted CA (Certificate Authority) Certificates

Add, View or Remove certificates from this page. CA certificates are used by you to verify peers’ certificates.
Maximum entries: 4

Name | Subject Type | Action

o] . View . Remave

Test

C=FI/ST=FI/L=Na/O=www.telewell fifOU=www.telewell.fi/)CN=www.telewell.fi CA/emailaddress=ca@telewell fi

Import Certificate



Go to Advanced Setup -> VPN -> OpenVPN -> OpenVPN Client

OpenVPN Client

Maximum entries: 4

| Namel Local Gateway Interface | Remote Gateway Usernamel Protocol | Port Number | Cipher Encryption | HMAC Authentication | LZ0 | CA Profile | Enable | Removel Edit |

| Add | | Enable | | Remove |

Click Add button to add a new OpenVPN Client connection.
OpenVPN Client

Narne Office
#| Enable
Local Gateway Interface: ipoe_eth2/eth2 1 v
Remote Gateway: 10.0.0.254
Lisername: testl
Password: eenn
Pratocol TCP
Port Mumber: 443
Cipher Encryption: BF-CEC ¥
HMAC Authentication SHA1 v
#| Enabled LZ0 data compression
CA Profile: Test ¥
| Apply/Save

Name: The name for OpenVPN Client profile.

Enable: Enable/Disable this profile.

Local Gateway Interface: Select the correct WAN interface that will be used to access to remote
network.

Remote Gateway: Enter the IP/Domain address of remote OpenVPN Server.
Username: The name will be used for authentication.

Password: The password will be used for authentication.

Protocol: Select the protocol for OpenVPN. It can be TCP or UDP.

Port Number: Enter the port number for OpenVPN, default is 443.

Cipher Encryption: Select the encryption method.

HMAC Authentication: Select the authentication way.

Enabled LSO data compression: Make it checked to enable data compression.
CA Profile: Select one of imported CA for OpenVPN connection.

Note: All clients must use the CA that generated from TW-EAV510/AC, otherwise the connection
cannot be established.



Example 1

TW-EAV510 is activated as OpenVPN Server and TW-EAV510 AC is activated as OpenVPN Client.

OpenVPN Server OpenVPN Client

Internet
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PN

WAN Connection

WAN Connection ’ VDSL/ADSL/3G/EWAN

WAN: 10.0.0.254 VDSL/ADSL/3G/EWAN
LAN: 192.168.0.254

WAN: 10.0.0.1
LAN: 192.168.20.254

o
@~ LAN Connection LAN Connection
Qo

>
(3
Wi-Fi or Ethernet Wi-Fi or Ethernet o

TW-EAV510
192.168.0.0

TW-EAV510 AC
192.168.20.0

255.255.255.0 255.255.255.0

Remote Access

TW-EAV510 (OpenVPN Server)
1. Go to Advanced Setup -> VPN -> OpenVPN -> OpenVPN Server, enable the OpenVPN Server and
do the settings as below. Click Apply/Save button to save changes.



OpenVPN Server

¥ Enabled OpenVPN Server

Protocol:

Port Number:

Tunnel Subnet:
Turinel Mask:

Cipher Encryption:
HMAC Authentication

[443 |

110.8.0.0 |

|255.255.255.0 |
| BF-CBC v |
: | SHA1 v |

¥ Enabled LZO data compression

Apply/Save

CA

————— BEGIN CERTIFICATE-----

MIIDwDCCAYWEAWIBAgIJALRQDWC c6yEBMABGCSgGSIbIDQEBBQUAMIGEMOswWCQYD
VQOGEWIGSTELMAKGALIUECBMCRk L xCzATBENVBACT ALSBMREWFWYDVQOKExB3d3cu
dGVsZXd1bGwuY 29t MRkWFWYDVQQLExE3d3 cudaVsZXd LbGwuY 29t MRwwGEYDVQQD
ExN3d3cudaVsZXdlbGwuY 29t IENBMRAWHAY JKoZ ThvcNAQKBFg9jYUBRZWx 1d2Vs
bC5jb28wHhcHMTAWMTAXMDAGNT I4h cMMT kxMjMwMDABNTI4Wj CEmzELMAKGALIUE
BhMCRkkxCzATBgNVBAETAKZ IMQswCQYDVQQHEWIOQTEZMBCGALIUEChMQd3d3LnR1
bGVIZWxsLmNvbTEZMBcGALIUECxMQd3d3LnR1bGY3 ZWx s LmNvbTECMBoGALUEAXMT
d3d3LnR1bGV3ZIHxsLmNvESBDQTEeMBWGCSqaSIb3DQEJARYPY2FADGYSZXd 1bGwu
¥29tMIGTMARGCSqGSIb3DQEBAQUAALGNADCEIQKEgRDUiyks4IYC3cymymCxgh 1P
At211matmycN/ hwieBIkjIQKqNQv/5d]1sX61dh/vINKVELOy x+xGCCKoXtzvba Ty
kHQ7mCul4czHeplRY LUk4c6HCKTMDbt BuQGF c54qGpQeky j3wvV2TNQrEzZATDNY Od
GE4Gg8Ics2XUukV3TulHowIDAQABo4IBBDCCAQAWH]YDVREOBEBYEFBUkFZFVXIGI
X67bes5c2ABEPvbgMIHQBENVHSMEgCEwEcWAFBUkFzFwXIGIxGThes5c2ABEPVDbG
oY GhpIGeMIGbMQswCQYDVQQGEWIGSTELMAKGAIUECEMCRkkxCzAJBgNVEBAC TAKSE
MRkwFwYDVQQKExB3d3cudaVs ZXd 1bGwuyY 29tMRkwFWYDVQQLExB3d 3cudaVsZXdl
bGwuY 29 tMRWWGEYDVQQDExN3d3cudGVsZXd1bGuwuY 29t TENBMRAWHAY IKoZ ThweN
AQKBF g JYUBAZIx1d2VsbC5jb22CCQCRag1lgn0shGzAMBENVHRMEBTADAQH /MAGG
C5qGSIb3DQEBBQUAALGBAEBWI4aUITOVWMQVEkglgFYhesBfvHE T /REWI7B41hgseE
JF/SAALITHZ7aRSHSLNNSR jhrek+Q7NMxUr sF1fligf2pldRE7Sw2 IwNbUXfeuXerl

| »

Send CA To E-mail: |

| | send |

2. Go to Advanced Setup -> VPN -> Account, add a new user for login.

Configure Account

Mame:

¥ Enable

sername:

Password:

Connection Type:

Apply/Save

[tast |

[test |

®  Remote Access O LAN TO LAN




Click Apply/Save button to save changes.

Account

Maximum entries: 4

Name | Enable | Username | Connection Type | Peer IP | Peer Netmask | Remove | Edit

test | Enzble |test Remote Access

Edit

| Add | | Remove |

TW-EAV510 AC (OpenVPN Client)

1. Go to Advanced Setup -> VPN -> OpenVPN -> Trusted CA, click Import Certificate button to add a
new CA.

Trusted CA (Certificate Authority) Certificates

Add, View or Remove certificates from this page. CA certificates are used by you to verify peers’ certificates.
Maximum entries: 4

Name | Subject | Type | Action

| Import Certificate |

2. Setup a name for importing certificate and paste the CA to Certificate field. Click Apply button to
save your CA.

Import CA certificate
Enter certificate name and paste certificate content,
Certificate Name: Test_CA

-----BEGIN CERTIFICATE----- -
MIIDriCCAxegAwIBAsTJAMdMDBEBCgzkN .

Certificate:

Apply |

Note: The CA contents must between wording “-----BEGIN CERTIFICATE-----“and “-----END CERTIFICATE-



----“, they cannot be deleted.
3. Once the CA import successfully, you will see the page as below.

Trusted CA (Certificate Authority) Certificates

Add, View or Remove certificates from this page. CA certificates are used by you to verify peers’ certificates.
Maximum entries: 4

Name | Subject Type | Action

Tast_CA | C=FI/ST=FI/L=NA/O=www.telewell.fi/QU=www.telewsll.fi/CN=www.telewsll.fi CA/emailAddress=ca@telewell.fi | ca View Remaove

Import Certificate

4. Go to Advanced Setup -> VPN -> OpenVPN -> OpenVPN Client, click Add button to add a new
OpenVPN connection.
OpenVPN Client

Name: OpenVPN-Test

#l  Enable

Local Gateway Interface: |ipoe_ethd/ethd.1 v
FRemote Gateway: 10.0.0.254

Username: test

Password: sens

Protocol: TCP v |

Port Number: 443

Cipher Encryption: |BF-CBC v

HMAC Authentication: | SHAA1 v

¥ Enabled LZ0O data compression
CA Profile: ‘Test CA v |

Click Apply/Save button to save account settings.

OpenVPN Client

Maximum entries: 4

Name Local Gateway Interface | Remote Gateway | Username | Protocol | Port Number | Cipher Encryption | HMAC Authentication | LZO | CA Profile | Enable | Remove | Edit
OpenVPN-Test | ethd.1 10.0.0.254 test TCP 443 BF-CBC SHA1 Enable | Test_ca [« (W]} Edit

i

5. Go to Device Info -> VPN -> Client Info to check connection status. You can also click Disconnect
button to disconnect the OpenVPN connection.




Device Info -- Client Info

Name Type Enable | status Connection Type | Remote Gateway | Peer IP | Client IP | Action
OpenVPN-Test | OpenvPN | Enabled | Connected 10.0.0.254 10.8.0.1 | 10.8.06
When Status shows Connected, you can now access to remote network.
Below is Server Info for reference.
Device Info -- Server Info
Name | Type Enable | Status Connection Type | Peer IP | Connected By | Action
test OpenVPN | Enabled | Connected | Remote Access 10.8.0.6




LAN to LAN

TW-EAV510 (OpenVPN Server)
1. Go to Advanced Setup -> VPN -> OpenVPN -> OpenVPN Server, enable the OpenVPN Server and
do the settings as below. Click Apply/Save button to save changes.

OpenVPN Server

#| Enabled OpenVPN Server

Protocol: TCP ~

Port Number: 443

Tunnel Subnet: 10.8.0.0

Turinel Mask: 255.255.255.0

Cipher Encryption: BF-CBC ¥
HMAC Authentication: SHA1 v

#| Enzbled L70 data compression

Apply/Save

CA

————— BEGIM CERTIFICATE-----

MIIDwDCCAYWEAWIBAgIJALRQDWC c6yEBMABGCSgGSIbIDQEBBQUAMIGEMOswWCQYD
VQOGEWIGSTELMAKGALIUECBMCRk L xCzATBENVBACT ALSBMREWFWYDVQOKExB3d3cu
dGVsZXd1bGwuY 29t MRkWFWYDVQQLExE3d3 cudaVsZXd LbGwuY 29t MRwwGEYDVQQD
ExN3d3cudaVsZXdlbGwuY 29t IENBMRAWHAY JKoZ ThvcNAQKBFg9jYUBRZWx 1d2Vs
bC5jb28wHhcHMTAWMTAXMDAGNT I4h cMMT kxMjMwMDABNTI4Wj CEmzELMAKGALIUE
BhMCRkkxCzATBgNVBAETAKZ IMQswCQYDVQQHEWIOQTEZMBCGALIUEChMQd3d3LnR1
bGV3IZWxsLmNvbTEZMBcGAIUECxMQd3d3ILnR1bGYIZWx sLmNvbT EcMBoGALUEAXMT
d3d3LnR1bGV3ZIHxsLmNvESBDQTEeMBWGCSqaSIb3DQEJARYPY2FADGYSZXd 1bGwu
¥29tMIGTMARGCSqGSIb3DQEBAQUAALGNADCEIQKEgRDUiyks4IYC3cymymCxgh 1P
At211matmycN/hwisBIkjIQKgqNQv/5dIsXeldh/vINxVELOy x+xGCCKoXtzvba Ty
kHQ7mCul4czHeplRY LUk4c6HCKTMDbt BuQGF c54qGpQeky j3wvV2TNQrEzZATDNY Od
GE4GgB8I1cs2XUuKV3ITulHIWIDAQABo4IBEDCCAQAWHOYDVRBOEBYEFBUkFzFvXIGT
X67bes5c2ABEPvbgMIHQBENVHSMEgCEwEcWAFBUkFzFwXIGIxGThes5c2ABEPVDbG
oY GhpIGeMIGbMQswCQYDVQQGEWIGSTELMAKGAIUECEMCRkkxCzAJBgNVEBAC TAKSE
MRkwFWYDVQQKExB3d3 cudGVs ZXd 1 bGwuY 29tMRkwFwYDVQOLExB3d3cudGVsZXd1
bGwuY 29 tMRWWGEYDVQQDExN3d3cudGVsZXd1bGuwuY 29t TENBMRAWHAY IKoZ ThweN
AQKBF g JYUBAZIx1d2VsbC5jb22CCQCRag1lgn0shGzAMBENVHRMEBTADAQH /MAGG
C5qGSIb3DQEBBQUAALGBAEBWI4aUITOVWMQVEkglgFYhesBfvHE T /REWI7B41hgseE
JF/SAALITHZ7aRSHSLNNSR jhrek+Q7NMxUr sF1fligf2pldRE7Sw2 IwNbUXfeuXerl

Generate CA

Send CA To E-mail: Send

2. Go to Advanced Setup -> VPN -> Account, add a new user for login. The different with Remote

Access is you need to enter peer network information.



Configure Account

Mame: |te st |
™ Enable

Username: |te st |
Password: sese |

Connection Type:
Peer IP:

Peer Netmask:

Remote Access

LAM TO LAN

1192.168.20.0

|255.255.255.0

Apphy/Save

Click Apply/Save button to save changes.
Account

Maximum entries: 4

Hame | Enable | Username | Connection Type | Peer IP Peer Netmask | Remowve | Edit

test |Enable |test LAM TO LAN 192.168.20.0 | 255.255.255.0 | [J Edit

| Add | | Remove |

TW-EAV510 AC (OpenVPN Client)

6. Go to Advanced Setup -> VPN -> OpenVPN -> Trusted CA, click Import Certificate button to add a
new CA.

Trusted CA (Certificate Authority) Certificates

Add, View or Remove certificates from this page. CA certificates are used by you to verify peers’ certificates.
Maximum entries: 4

Name | Subject | Type | Action

| Import Certificate |

7. Setup a name for importing certificate and paste the CA to Certificate field. Click Apply button to
save your CA.



Import CA certificate
Enter certificate name and paste certificate content,

Certificate Name: Test_CA

Certificate:

Apply

Note: The CA contents must between wording “

————— BEGIN CERTIFICATE-----“and “-----END CERTIFICATE-
----“, they cannot be deleted.

8. Once the CA import successfully, you will see the page as below.
Trusted CA (Certificate Authority) Certificates

Add, View or Remove certificates from this page. CA certificates are used by you to verify peers’ certificates.
Maximum entries: 4

Name | Subject

Type | Action
Tast_CA | C=FI/ST=FI/L=NA/O=www.telewell.fi/QU=www.telewsll.fi/CN=www.telewsll.fi CA/emailAddress=ca@telewell.fi | ca View Remaove

Import Certificate

9. Go to Advanced Setup -> VPN -> OpenVPN -> OpenVPN Client, click Add button to add a new
OpenVPN connection.



OpenVPN Client

Name: |Open".-'PN-T95t

@ Enable

Local Gateway Interface: |ipoe_ethd/eth4. 1 ¥

Remote Gateway: 110.0.0.254 |
Username: |test |
Password: saes |
Protocol: @

Port Number: 443

Cipher Encryption: | BF-CBC v |

HMAC Authentication: | SHAT v

¥ Enabled L70 data Ccompression

CA Profile: Test CA

Apply/Save

Click Apply/Save button to save account settings.

Note: The OpenVPN client side will get peer network information from server side, so no need to setup

peer network.

OpenVPN Client

Maximum entries: 4

Name Local Gateway Interface | Remote Gateway | Username | Protocol | Port Number | Cipher Encryption | HMAC Authentication | LZO | CA Profile | Enable | Remove | Edit
OpenVPN-Test | eth4.1 10.0.0.254 test TCP 443 BF-CBC SHAL Enable [Test ca | @ (]

10. Go to Device Info -> VPN -> Client Info to check connection status. You can also click Disconnect

button to disconnect the OpenVPN connection.

Device Info -- Client Info

Name Type Enable | status Connection Type | Remote Gateway | Peer IP | Client IP | Action

OpenVPN-Test | OpenvPN | Enabled | Connected 10.0.0.254 10.8.0.1 | 10.8.06

When Status shows Connected, you can now access to remote network.
Below is Server Info for reference.

Device Info -- Server Info

Name | Type Enable | Status Connection Type | Peer IP Connected By | Action
test OpenVPN | Enabled | Connected | LAN TO LAN 192.168.20.0 | 10.8.0.6




Windows/Mac/Android/iOS Setting

Regarding to the OpenVPN on Windows/Mac/Android/iOS, you can download the software/APP from
link below.

https://openvpn.net/

There is also a HOW TO documentation which can be found at link below.

https://openvpn.net/index.php/access-server/docs.html

Below is example for Windows OpenVPN Client software and connect to TW-EAV510/AC OpenVPN
server.
The OpenVPN Client software can be downloaded from the following link.

https://openvpn.net/index.php/open-source/downloads.html

Step 1:
Download the OpenVPN Client software and install it. Enable the OpenVPN Server and setup account on TW-EAV510/AC.

Step 2:
Before running the OpenVPN client software, we have to make three files ready. All files must be created by user self and

put them at “C:\Program Files\OpenVPN\config”.

€Ca.Crt = The content of this file is the CA on TW-EAV510/AC. You can find it at TW-EAV510/AC WEB GUI Advanced

Setup -> VPN -> OpenVPN -> OpenVPN Server. Here is the example for reference.

MIIDvDCCAyWgAwIBAglIJAMgI7mr+9en0OMAOGCSqGSIb3DQEBBQUAMIGbMQswCQYD

VQQGEWJGSTELMAKGALUECBMCRkkxCzAJBgNVBACTAKSBMRkwFwYDVQQKExXB3d3cu

Iwa20SWAIyTBcogX0kbfgSxSK71uiFWKK7IggHb2ZNix7I1Ac4JLDTOP46/aNi374

account = Thisis for OpenVPN authentication, it must to match the account setting on TW-EAV510/AC which can be

found at Advanced Setup -> VPN -> Account. The content for fist line is username, and second line is password.

account - Notepad
File Edit Format View Help

|'teﬂt — Jsername
test — Password



https://openvpn.net/
https://openvpn.net/index.php/access-server/docs.html
https://openvpn.net/index.php/open-source/downloads.html

myconfig.ovpn =>» This file contains all the OpenVPN connection settings. This file must be created by user self

and you can download the example here and modify the settings to meet your environment.

myconfig.ovpn

Step 3:
Run OpenVPN GUI with Administrator access right. It is very important to run as administrator otherwise, the OpenVPN

cannot work correctly.

; OpenVPM
1! OpenVPM GUI
2 Uninstall OpenVPN
, Documentation
. Shortcuts
. Utilities

m

Step 4:

After running with OpenVPN GUI, you can the following icon as red marked at system tray.

RS

Right click on this icon and select Edit Config.

Step 5:

Regarding to the configuration of OpenVPN, we just need to focus on the following parts.
1. Connection Type, it must set to client mode.

# Specify that we are a client and that we

# will be pulling certain config file directives

# from the server.

client

2. The protocol setting must be the same as server side.
# Are we connecting to a TCP or

# UDP server? Use the same setting as

# on the server.

proto tcp

;proto udp



#| Enabled OpenVPM Server

Pratocol:

Port Mumber:

Tunngl Subnet: 10.8.0.0

Tunngl Mask: 255.255.255.0
Cipher Encryption: BF-CEBC v
HMAC Authentication: SHA v

#| Enabled LZ0 data compression

3. Setup OpenVPN Server Domain/IP address. If it is TCP then use port number 443, and UDP is 1194.
# The hostname/IP and port of the server.

# You can have multiple remote entries

# to load balance between the servers.

remote www.xxx.xxx.net 443

;remote my-server-2 1194

4. Specify the file location for CA and account information.
# SSL/TLS parms.

# See the server config file for more

# description. It's best to use

# a separate .crt/ key file pair

# for each client. A single ca

# file can be used for all clients.

#ca ca.crt

#cert client.crt

ttkey client.key

ca "C:\\Program Files\\OpenVPN\\config\\ca.crt"

auth-user-pass "C:\\Program Files\\OpenVPN\\config\\account"

5. After above changes, save and close the file. Right click on OpenVPN icon at system tray and select “Connect” to make

OpenVPN connection.

I Connect I

Disconnect

Show Status

View Log
Edit Config

Change Password

Settings... E

Exit







