How to use VPN L2TP over IPsec

Server/Client on TW-EAV510 AC

Note:
1. Please make sure that both LAN side networks are in different subnet.
2. Just some OS support L2TP Tunnel authentication, like Android OS.

Enable VPN L2TP over IPsec Function

Go to WAN -> VPN -> L2TP/IPSec, Enable VPN function. Then you can start setup L2TP/IPSec Server
and L2TP/IPSec Client you will see the page as below:

L2TP/IPsec VPN Configuration

This page is used to configure the parameters for L2TP mode VPN

L2TP/IPsec VPN: Disable ® Enable

L2TP/TPsec Server
Authentication Type: CHAP v Encryption Mode: NONE v
Tunnel Authentication Secret Key

Assi dlcP;e:;P 172.168.10.100 Local IP Address 172.168.10.254

testforl2tpoveripsec

Apply
Server Account
Name: Account: Disable ® Enable
Usemame: Password:
Peer IP: optional, e.g. 10.0.0.1 Peer Subnet Mask: optional, e.g. 255
Add
Select Name Enable Username Password

admin v admin admin
Delete Selected Save

L2TP/TPsec Client
Name: Server IP Address:
Usemame: Password:
Tunnel Authentication Secret Key
Authentication Type CHAP v Encryption Mode: NONE v

Default Gateway:

Peer IP: optional, e.g. 10.0.0.1 Peer Subnet Mask: optional, e.g. 255.255.255
IPsec PSK
Add
Select Name Server tunnel Auth PPP Auth  Default Gateway Peer Network Action

Delete Selected

Note: Both Server and Client must use the same tunnel authentication secret key otherwise the
connection cannot be established.



Setup L2TP/IPSec Server

L2TP/TPsec Server
Authentication Type: CHAP v Encryption Mode: NONE v
Tunnel Authentication Secret Key

Assigned to Peer IP

Address start from: Local IP Address:

IPsec PSK

Apply

Authentication Type: According to user requirement can set 4 types, Auto/PAP/CHAP/MS-
CHAPV2.

Encryption Mode: Only work on MS-CHAPV2 Authentication mode, you can choose NONE/MPPE.

Tunnel Authentication: Make it checked to enable L2TP tunnel authentication. (Optional)

Secret Key: Client need this key to connect server if server enable Tunnel Authentication Setup
L2TP account for L2TP Server

Assigned to Peer IP Address start from: Enter the IP that will be assigned to remote client. Please
avoid this pool same of DHCP Server Pool.

Local IP Address: Default settings is router LAN’s IP, do not change if not necessary.

IPSec PSK: Setup password for server certification client

Note: Please press Apply button if any change.

Setup L2TP/IPSec account

Server Account

Name: Account: Disable ® Enable

Username: Password:

Peer IP: optional, e.g. 10.0.0.1 Peer Subnet Mask: optional, e.g. 255.255.255
Add

Name: The name for user profile.
Account: Enable/Disable this account.
Username: The name will be used for authentication.
Password: The password will be used for authentication.
Peer IP: Optional setting for LAN to LAN, Enter the remote network’s IP address.
Peer Subnet Mask: Optional setting for LAN to LAN, Enter the remote network’s netmask.
Click Add button to add new user. Recommend up to 4 user accounts for both PPTP and L2TP/IPSec.



Remove/Edit user

L.2TP/IPSec Server Table

Select Name Enable Username Password
admin v admin admin

Delete Selected Save

Make Remove checkbox checked and click Delete Selected button to remove user or click Save button

to enable disable of user.

Setup L2TP/IPSec Client from Remote Access

L2TP/IPsec Client

Name: Server IP Address:
Username: Password:
Tunnel Authentication Secret Key
Authentication Type CHAP v Encryption Mode: NONE v
Default Gateway:
Peer IP: optional, e.g. 10.0.0.1 Peer Subnet Mask: optional, e.g. 255.255.2¢
IPsec PSK

Add

Select Name Server tunnel Auth PPP Auth  Default Gateway Peer Network Action

Delete Selected

Name: The name for L2TP/IPSec Client profile.
Server IP Address: Please input VPN Server WAN IP or domain.
Username: The name will be used for authentication.
Password: The password will be used for authentication.
Tunnel Authentication: Make it checked to enable L2TP tunnel authentication. (Optional).
Secret Key: If server enable Tunnel Authentication and set up Secret Key, client need input the key.
Authentication Type: Enter the type of VPN server authentication.
Encryption Mode: Enter the Mode of VPN server authentication.
Default Gateway: If checkbox checked, VPN client router gateway will set to VPN server router.
Peer IP: Optional setting for LAN to LAN, Enter the remote network’s IP address.
Peer Subnet Mask: Optional setting for LAN to LAN, Enter the remote network’s netmask.
IPSec PSK: Input server setup IPSec password.
Click Add button to add a new L2TP/IPSec Client connection.

Note: Both Server and Client must use the same tunnel authentication secret key otherwise the

connection cannot be established.



Remove/Disconnect Client

L2TP/IPSec Client Table

Select Name Server tunnel Auth PPP Auth Default Gateway Peer Network Action
admin 36.229.14.220 NONE CHAP off Connect

Delete Selected

Make Remove checkbox checked and click Delete Selected button to remove Client or click Connect
button to connect VPN client.

Example 1

TW-EAV510 AC in below pic left side is activated as L2TP/IPSec Server and TW-EAV510 AC in below pic
right side is activated as L2TP/IPSec Client.
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Remote Access

TW-EAV510 (L2TP/IPSec Server)

1. Goto WAN -> VPN -> L2TP/IPSec, enable VPN function.

2. Setup L2TP/IPSec Server and press Apply button.

3. Add new user account, don’t need input Peer IP/ Peer Subnet Mask.



L2TP/IPsec VPN: Disable '® Enable

L2TP/IPsec Server

Authentication Type: CHAP v Encryption Mode: NONE v

Tunnel Authentication Secret Key

Assigned to Peer IP .

Address start from: 172.168.10.100 Local IP Address: 172.168.10.254
IPsec PSK testforl2tpoveripsec

‘ Apply |

Server Account

Name: admin Account: Disable '® Enable

Username: admin Password: admin

Peer IP: optional, e.g. 10.0.0.1 Peer Subnet Mask: optional, e.g. 255.255.2¢
| Add

Click Add button to save changes.

TW-EAV510 AC (L2TP/IPSec Client)
1. Goto WAN -> VPN -> L2TP/IPSec, enable VPN function, Setting L2TP/IPSec Client as below.

L2TP/Psec Client
Name: test Server IP Address: 114.42.34 209
Username: admin Password: admin
Tunnel Authentication Secret Key
Authentication Type CHAP v Encryption Mode: NONE v

Default Gateway:
Peer IP: optional, e.g. 10.0.0.1 Peer Subnet Mask: optional, e.g. 255.255.2¢
IPsec PSK testforl2tpoveripsec

| Add |

Click Add button to save account settings.
2. After click Add button, L2TP/IPSec Client Table would add one connection, if setup all correctly VPN
connection should be connected. You can also click Disconnect button to disconnect the VPN

connection.
Select Name Server tunnel Auth PPP Auth Default Gateway Peer Network Action
admin 36.229.14.220 NONE CHAP off Connect |

‘ Delete Selected |

3. Go to Status -> Device, you can check L2TP/IPSec Configuration on page below, When Status
shows up, you can access to remote network now. Below is Device Info for reference.



L2TP Configuration

Interface Protocol Local IP Address Remote IP Address Status
pppll PPP 172.166.0.201 192.168.0.254 up
\ Refresh

LAN to LAN

TW-EAV510 (L2TP/IPSec Server)

1. Goto WAN -> VPN -> L2TP/IPSec, enable VPN function.

2. Setup L2TP/IPSec Server and press Apply button.

3. Add new user account, enter remote network’s IP address for Peer IP/ Peer Subnet Mask.
L2TP/IPsec Server

Authentication Type: CHAP v Encryption Mode: NONE v

Tunnel Authentication Secret Key

Assigned to Peer IP 172.168.10.100 Local IP Address: 172.168.10.254

IPsec PSK testforl2tpoveripsec

- Apply |
Server Account

Name: admin Account: Disable ® Enable

Username: admin Password: admin

Peer IP: 192.168.10.254 Peer Subnet Mask: I255.255.255.0
Add

4. After press Add button, L2TP/IPSec Server Table would add account as below.

L.2TP/IPSec Server Table

Select Name Enable Username Password
admin v admin admin

‘ Delete Selected | | Save |

TW-EAV510 AC (L2TP Client)
1. Go to WAN -> VPN -> L2TP/IPSec, enable the L2TP/IPSec VPN, Setting VPN Client as below. For LAN

to LAN, you need to enter peer network information.



L2TP/IPsec Client

Name: test Server IP Address: 114.42.34.209
Username: admin Password: admin

Tunnel Authentication Secret Key

Authentication Type CHAP v Encryption Mode: NONE v

Default Gateway:

Peer IP: 192.168.0.100 Peer Subnet Mask: I255A255A255.q
IPsec PSK testforl2tpoveripsec

Add |

Click Add button to save account settings.
2. After click Add button, L2TP/IPSec Client Table would add one connection, if setup all correctly VPN
connection should be connected. You can also click Disconnect button to disconnect the VPN

connection.
Select Name Server tunnel PPP Auth Defanlt Peer Network Action
Auth Gateway
192.168.0.100
2349 \j
test 114.42.34.209 NONE CHAP off 255.255.255.0 | Connect

‘ Delete Selected |

3. Go to Status -> Device, you can check L2TP/IPSec Configuration on page below, When Status

shows up, you can access to remote network now. Below is Device Info for reference.

L2TP Configuration

Interface Protocol Local IP Address Remote IP Address Status
pppll PPP 172.166.0.200 192.168.0.254 up

Example 2

TW-EAV510 AC in below pic left side is activated as L2TP/IPSec Server and use devices in right side
connect to it.



L2TP over IPsec Server Internet
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Remote Access

TW-EAV510 (L2TP over IPsec Server)

1. Goto WAN -> VPN -> L2TP/IPSec, enable the VPN function.

2. Setup L2TP/IPSec Server and press Apply button.

3. Add new user account, don’t need input Peer IP/ Peer Subnet Mask.

4. It's not necessary to setup Tunnel Authentication, if use Tunnel Authentication, some devices may
not connect to server.
L2TP/IPSec VPN Configuration

This page is used to configure the parameters for L2TP mode VPN

L2TP/IPSec VPN: Disable ® Enable
L2TP/IPSec Server
Authentication Type: CHAP v Encryption Mode: NONE v
Tunnel Authentication Secret Key
Assigned to Peer IP R
‘Address start from: 172.168.10.100 Local IP Address: 172.168.10.254
IPSec PSK testforl2tpoveripsec
Apply
Server Account
Name: Account: Disable ® Enable
Username: Password:
Peer IP: optional, e.g. 10.0.0.1 Peer Subnet Mask: optional, e.g. 255.255.2¢
Add

1
[L2TP/IPSec Server Table

Select Name Enable Username Password
admin v admin

(
Delete Selected Save

admin

With Tunnel Authentication (Only Android device support enable this function.)



L2TP/IPSec VPN Configuration

This page is used to configure the parameters for L2TP mode VPN

L2TP/IPSec VPN: Disable ® Enable
L2TP/IPSec Server
Authentication Type: CHAP v Encryption Mode: NONE v
Tunnel Authentication v Secret Key example
:\\;ﬁ:«iiﬁ;‘:ﬂ?’ 172.168.10.100 Local IP Address: 172.168.10.254
IPSec PSK testforl2tpoveripsec
| Apply |
Server Account
Name: Account: Disable '® Enable
Username: Password:
Peer IP: optional, e.g. 10.0.0.1 Peer Subnet Mask: optional, e.g. 255.255.2¢|
| Add |
Select Name Enable Username Password
admin v admin admin

| Delete Selected | | Save

iOS Devices
1. Lunch Settings -> VPN -> Add VPN Configuration

eecc0 thEB(E 4G 11:31 AM O} 86% MM eeeco hEME 4G 11:31 AM O} 86% MM  eeeco FIEME 4G 11:31 AM o 3 86% WD
Settings < Settings VPN Cancel Add Configuration
Q Settings
VPN CONFIGURATIONS
Type IKEv2
Status Not Connected
Airplane Mode
= i-Fi Description
g Wi-Fi Off AdBlock DNS proxy @
Bluetooth On ) Server
~ admin ®
Y Cellular Remote ID
;\ Personal Hotspot Off PERSONAL VPN Local ID
Not C ted
W& VPN Not Connected Status otonnectee TN
| Carrier Chunghwa Telecom User Authentication Username
' GreenVPN @
Username
Notifications ~ VPN Proxy Master Pro @
Password
Control Center
. Add VPN Configuration... PROXY
Do Not Disturb 9
Off Manual Auto

Type choose -> L2TP

Input Description: name of this configuration, Server: L2TP/IPsec server router WAN IP.,
Account: L2TP/IPsec server account, Password: L2TP/IPsec server account password, Secret:
L2TP/IPsec server IPsec PSK, then press Done in up-right corner.



eec00 FRED(E 4G 11:52 AM o } 86% W
< Add Configuration Type

IKEv2

IPSec

L2TP v

eeeco ChEM(E 4G 11:53 o 3} 86% W)
Cancel L2tpove

Type L2TP

Description L2tpoveripsec

Server 114.42.34.209

Account admin

RSA SecurlD

Password eeeee

Secret 00000000000000000000

Send All Traffic

L @)

PROXY

Off Manual ‘ Auto ]

Slide Status button from left to right and wait device connect to server

5. After connected VPN server successfully, Status would display Connected and status bar would

show VPN icon.

11:53 AM 0 3 86% W)
VPN

eeec0 REW(E 4G
< Settings

VPN CONFIGURATIONS

Status Not Connected
AdBlock DNS proxy @
~ L2tpoveripsec @

PERSONAL VPN

Status Not Connected
GreenVPN @
~ VPN Proxy Master Pro @

Add VPN Configuration...

eeec0 hEE(E 4G VPN 11:54 AM

< Settings VPN

VPN CONFIGURATIONS

Status Connected 0
AdBlock DNS proxy @
~ L2tpoveripsec @

PERSONAL VPN

Status Not Connected
GreenVPN @
~ VPN Proxy Master Pro @

Add VPN Configuration...

3} 86% M)  eeeco RIEW/(E 4G TN
Settings

11:55 AM

@* B

Q_ Settings

Airplane Mode

= Wi-Fi Off
Bluetooth On
m Cellular

Personal Hotspot Off
VPN Connected
Carrier Chunghwa Telecom

Notifications

Control Center

Do Not Disturb

GO®



Android Devices
1. Lunch Settings -> Wireless & networks -> More® -> VPN -> Add VPN profile

Settings Q ¢ More ¢ VPN Add VPN profile
Wireless & networks Cellular networks Always-on VPN
Wi-Fi @
@ Airplane mode
9 Bluetooth
Tethering
@ Dual SIM card settings
: VPN
e Call settings
@ Data usage Emergency broadcasts
@ More Digital Media Server

Share media with other device(s)

Device PlayTo
Connect to wireless player

Display
@ Sound & notification

O Do not disturb

Choose Type to L2TP/IPSec PSK

Input Name: name of this configuration, Server address: L2TP/IPsec server router WAN IP,,
L2TP secret: Secret key of Tunnel Authentication for Server router?, IPSec pre-shared key:
L2TP/IPsec server IPsec PSK, then press Save button

I =y B 79% I 11:45 AM 02 B 78% B 11:47 AM
Edit VPN profile Edit VPN profile
Name hame
L2TPoverlPsec
Type Type
PPTP . L2TP/IPSec PSK v

Server address

S L2TP/IPSec PSK

114.42.34.209
L2TP/IPSec RSA
L L2TP secret
IPSec XauthPSK @ W& ...
b IPSec Xauth RSA IPSec identifier
IPSec Hybrid RSA (not used)

IPSec pre-shared key iSecipre:sharec key

Cancel Cancel Save

4. Press just create VPN profile, device would notice to input Username/Password, Input correct
account and press Connect, wait device connect to VPN server.

! Some Android devices might have not More option, but Most devices VPN setting is in Wireless & networks.
> Not necessary need, depends on Server.



5. After connected VPN server successfully, Profile would display Connected and status bar

would show VPN icon (Like as key, depends on each Android OS.).
B2 B 76% B 11:57 AM [N ifhor 24 B 78% M 11:47 AM

< VPN : < VPN -

B L2TPoverlPsec e Q tﬂ:ﬁ@" Psec )

Connect to L2TPoverlPsec

Username
admin

Password

[ ] save account information

Cancel Connect

Windows 10 device
1. Lunch Control Panel -> Network and Internet -> Network and Sharing Center
2. Press Set up a new connection or network -> Connect to a workplace -> Use my Internet

connection(VPN) -> Input Internet address: L2TP/IPsec server router WAN IP. Then Press Create.
& Network and Sharing Cente

= X
4 & > Control Panel > Network and Internet > Network and Sharing Center v O | search Conl ¢ Set Up a Connection or Network

View your basic network information and set up connections

Control Panel Home X .
. Choose a connection option

View your active networks

Change adapter settings
Accesstype:  Internet
Change advanced sharing Office AP1.2.4G i
settings I HomeGroup: Available to join o Connect to the Internet
Connections: il Wi-Fi (Office_AP1_2.4¢ Set up a broadband or dial-up connection to the Intemnet.
Change your networking settings g Set up a new network
<= Setup a new router or access point
i Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point. ‘. Manually connect to a wireless network
«#., Connect to a hidden network or create a new wireless profile.
[ Troubleshoot problems
[Connect to a workplace
Diagnose and repair network problems, or get troubleshooting information. ' s .
o B P! s0rgetioubleshogting infomatio Set up a dial-up or VPN connection to your workplace.
See also
HomeGroup
Infrared Next Cancel
Internet Options
sword

Windows Firewall

Imin



# < [ Connect to a Workplace L 1 & [P Connect to a Workplace

How do you want to connect? 1 Type the Internet address to connect to

) Your network administrator can give you this address.
—> Use my Internet connection (VPN)

Connect using a virtual private network (VPN) connection through the Internet. |
q 2 B W = Lo Internet address: |114~42'34~209| |

! "k“ . @ . [E;b [ Destination name: lVPN Connection ’

1 —> Dial directly 4 [Juse a smart card

Connect directly to a phone number without going through the Internet.
¥ P going 9 Remember my credentials

.‘A" [ ;b & [ Allow other people to use this connection
.- — &

This option allows anyone with access to this computer to use this connection.

Cancel ll Cancel II

3. Go to Control Panel -> Network and Internet -> Network Connections, Find VPN Connection just
create, right click on the mouse choose properties.

£ 1. o a . £ T AT 1 XIDaT

‘& Network Connections - O X
&« v /> & > Control Panel > Network and Internet > Network Connections > v O Search Network Connections P
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection - v i | e n
.: Npcap Loopback Adapter L‘. VirtualBox Host-Only Network #2 .: VPN Connection
- S‘}' Disabled ) \TZ Enabled ~CTH Disconnected
@ @ i - 37 ini
Npcap Loopback Adapter VirtualBox Host-Only Ethernet Ad... @2 WAN Miniport ( Connect / Disconnect
.: L Wi .: " iy~ .: i ET@RESR Status
s> o Office_AP1_2.4G '\‘; Network cable unplugged s Not connected
dm Qualcomm Atheros QCA61x4A Wi.. 9§ & Realtek PCle GBE Family Controller 9§ 8 Bluetooth Deviq Set as Default Connection

Create Copy

Create Shortcut

9 Delete

9 Rename

G Properties

6items 1 item selected B=

4. Choose Security -> Type of VPN change to Layer 2 Tunneling Protocol with IPsec(L2TP/IPsec)
5. Enable Allow these protocols and checked authentication type.

6. Press Advanced settings -> choose Use preshared key for authentication and input L2TP/IPsec
server IPsec PSK key.



€

§ VPN Connection Properties

% € 3 VPN Connection Properties X
) . C - .
¥ General Options Security Networking Sharing JUECenerstionnons] Securty: [Neworknggshamg
Type of VPN: Iype Ot VEN:
[Avtomatic o Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) v
Advanced settings : }7Advanced semngsal
Data encryption: i Datzf encplion - - -
Optional encrypﬁon (connectevenifno encrypﬁm) ~| L SR BIEREIET (connecteven ifno encrypnon) 5
f o T i Authentication
O Use Extensible Authentication Protocol (EAP) O Use Extensible Authentication Protocol (EAP)
Properties hionstics
O allswnsseprsiscols (@ Allow these protocols
EAP-MSCHAPV2 will be used for IKEv2 VPN type. Selectany
ofthese protocols for other VPN types.
Unencrypted password (PAP) Uniencoypied password (EAR)
Challenge Handshake Authentication Protocol (CHAP) thallenge Handshiake Authgnication Frotcol (GHAE)
Microsoft CHAP Version 2 (MS-CHAP v2) Microsofl CHARVetsion 2(MS:CHIARVZ)
Automatically use my Windows logon name and DA:?ST;?;?%:?O?Z:V?(;?;S logon name and
password (and domain, if any) P : V)
[ ok ]| conce T T
§ & v ection Properties X
U General Options Security Networking Sharing
Type of VPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) v
Advanced settings
Data encryption:
Advanced Properties X
i
L2Tp

(@) Use preshared key for authentication
Key: |

(O Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

ol o

1 OK | ‘ Cancel

7. Choose Settings -> VPN, press Connect and input account/password, wait PC connect to VPN
server.



= Settings

22 Home

Network & Internet

Status
2 Wi-Fi

Ethernet
Dial-up
VPN
Airplane mode
Mobile hotspot

(@ Data usage

® Proxy

Add a VPN connection

. VPN Connection

Connect Advanced options Remove

Advanced Options

Allow VPN over metered networks
@® on

Allow VPN while roaming

@® on

Related settings
Change adapter options

Change advanced sharing options

Windows Security
Sign in
g admin

Domain:

8. After connected to VPN server, VPN Connection would show Connected, now you connect VPN

server successfully.

(— Settings

Network & Internet
Status
Wi-Fi
Ethernet
Dial-up
VPN
Airplane mode
Mobile hotspot
Data usage

Proxy

Add a VPN connection

VPN Connection
Connected

Advanced options

Advanced Options

Allow VPN over metered networks
@® on

Allow VPN while roaming

@® on

Related settings
Change adapter options

Change advanced sharing options

Disconnect



